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Requirements

The Church Technical Community understands the value of Wi-Fi Network Access in our Churches
and the requirement for Churches to provide a safe, secure and responsible service provision. This
policy also provides a framework for safeguarding in regards to Wi-Fi Network and Internet Access.

Church Wi-Fi Network Access Policy and Conditions

*  Church Wi-Fi Network Access is protected by a Pre-Shared Key as a method of restricting access
to Authorised Users Only.

*  Where Church Internet Access is available via the Church Wi-Fi Network Access then
Acceptance and agreement of the Church Internet Access Policy and Conditions are mandatory.

* The Wi-Fi Pre-Shared Key is managed as part of the Key Holders Policy and is treated in exactly
the same as way a physical key is managed by the Church.

* All authorised users should agree to this policy and sign a key holder policy agreement prior to
being granted access to the Wi-Fi Network Access Pre-Shared Key.

* Unauthorised circumvention of any security or protection provided is forbidden.

* The Church reserves the right to Monitor Connections at any time and without notice.

* The Church reserves the right to restrict access at any time.

* The Church reserves the right to update this policy at any time.

Implementation Recommendations

The Church Technical Community recommends implementing the current best practise for Wi-Fi
security and managing the Pre-Shared Key as part of the Key Holders policy.

The easiest and zero cost approach is to use the Wi-Fi Network access points’ ability to implement a
static Pre-Shared Key as a basic means of restricting access to authorised users. This implementation

does not provide the ability to define any time limit on access.

The CTC also supports a dynamically automatically configured self-updating Pre-Shared Key, which
provides the provision of time limited access. This implementation requires installing specific Wi-Fi
Network Access Point equipment at additional cost.

This policy document should be prominently displayed and provided to authorised users as required.

Wi-Fi Network Access Usage Agreement

By accepting the Pre-Shared Key (Password) and by using the Church-provided Wi-Fi Network, you
are agreeing to the above Policy and Conditions.

Document Status Version Revision Dated

Church Wi-Fi Network Access CTC Proposal 1.0 la 04/09/16

UCL Wi-Fi Network Access Adopted 1.0 la 30/10/17
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